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http://www.oracle.com/index.html

In 2003...

Simplicity
*One-click login
*One-click registration
*One click payment
*No more passwords

Empowerment

\.

We set out to create a user-centered, open source
identity framework for the Internet called Higgins based
on the Information Card metaphor.

Safety & Privacy
*Phishing resistance
Verified identities
*Minimal disclosure
*User consent & notice

*Support for Identity-aware applications
*Personalized web experience
«Synchronization of profile data across silos
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|-Cards Gained Momentum in 2008

Leading companies came together to form the Information
Card Foundation*, validating our Higgins work:

Novell T

1 (inteD Microsoft:  ORACLE

Information Card

Foundation Co ()816 EQUIFAX PayPal

* Azigo’s CEO is the chair of the Information Card Foundation

W,
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Proof Points
In the past six months, leaders have launched I-Card
based solutions:
EQuIFax Created the industry’s first digital identity card: “I'm over 18"
Large US  Will demonstrate a payment I-Card in April 2009
Bank
eh | Accept I-Card from Orange Mobile for verified sign-in
= Builds I-Card support into Tivoli Identity Manager
Microsoft: Building I-Card support into its server products
\ .
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eCommerce Relationship Problems
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Answer: Information Cards

-8

Card-relying sites offer Card-issuing sites offer
*One click registration *In-browser reminders of
*One click login discounts, etc. on search
*One click payment result pages (e.g. Google)
*Fewer forms to fill Bank payment cards
NO more passwords Credit agencies issue

credit score cards

\_ ° .
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Paying with a card

Return to Cart Thousands of Possibilities
GET YOURS'

Payment Information Need help?

Choose your payment options below. You will be able to review your order before

Cost Summary

Product Total: 485.59
Shipping & Handling: FREE
Tax: 44,50

Order Total: $94.49

Use a Credit Card

e s

Enter your credit card information.
If you are entering the Reward Zone MasterCard, please select Card type Masi

Card Type Jack's AMEX Card
E Select Card |

To Website:
Credit Card Number Expiration Date
I— WE_;I m rh157 azigo.net

CiD Visa, MasterCard, Discover: Last 3 digits on back of ca
I humor izen Signalive

American Express: Last 4 digits in small print on the fro
— What's a CID? =
e © sendanother card
JaneF, St o - 4

IV-Save my credit card Infermation for my next visit.

Billing Address
IJaEk C - 14 ANDREW LN ;I Add an address | Edit this address

.
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Your card = In-browser reminders

Promote your loyalty programs... ...and partner web sites
Drive traffic to your rewards portal through in- Drive traffic to partner sites
browser reminders

a " Advanced Search
Google — —
"\ Preferences

Web |mages Results 1-10
Armani Exchange Sale. Sponsored Link

www.ArmaniExchange.com  Up to 70% OFf at The Sale Event. Additional Styles just added. | Go g

45% Bestsellers

Designer Clothing at Armani Exchange
Glorgio Armani's collection offers seasonal fashion items for men and women !
www.armaniexchange.com/ - 46k - Cached - Similar pages - [——

Has Arrived
v American Express cardholders get
3x points when they shop at

BARNES

Web | Images | Video | Local | Shopping | more ~

armani exchange Search YAHOO.’

-

&NOBLE

Want to shop there?

amazon

Armani Exchange

Armani Exchange clothing, apparel and accessories are online at the official A|X site !
ArmaniExchange.com. Shop for the latest in mens and womens fashion. h
www.armaniexchange.com

New and Notable

Accessories Jeans o thanks.

For Women Women's Sale
For Men Men's Top Ten
Sunglasses AlX Logo Products

more results from armaniexchange.com »

.
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Solution Components: Consumer

 Downloadable card selector
application (Windows, Mac &
Mobile)

« Powered by a web service
(includes OpenlID provider)
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Consumer Client

5y Browser .
(IE6+ or Client

Firefox2+) Applicatio
n

Plugin

il

Non-Higgins
Component

I| Remote

Local Same
Process

Local Different
Process

V1.1.119

Target Platforms for client portion: Windows, Mac OSX

\ .
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Website Solution Components

Card-issuing sites

Both kinds of sites integrate support for Information
Cards and OpenlD using toolkits and services
available today from IBM, Novell, Microsoft, Azigo
and many others

\. .
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Server

To AIR Selector
Client

Key

Plugin

Non-Higgins Remote
Component STS

THAE

I Remote

Local Different
Process

I Local Same I

Process
V1.1.123 | Data Source (e.g. Database, Directory) |

\ .
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Interoperability

* |-Cards provide a common user metaphor

* They are protocol agnostic:
— WS-*, OpenlD, Liberty/SAML, username/password

* The user is the central point of federation!

— Across Liberty circles of trust, OpenlD providers, etc.

\. S
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Interoperability: 2008 Demonstration

- Companies

W
Novell @ s VIdOOp ORACLE

Micresoft YaxHoO! ; B

JANRAIN
laxo wanlew j e b
Ol Google o eriSignn  AOL ©
a.t.e. : . .
!ﬁ ppppppppppppp o ngldcfntlty e SIEMENS
Thlﬂk Fraunhoferlg:ﬁ forO SXIP NetMeSh® NULI;’ E INC

LTH K SAFE ThoughtWorks

> |
v %#glyttn WS@Z @ Cordance

SSSSSSSSSSSS
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Interoperability: 2008 Demonstration

- Projects

. Y _ ‘
I Opeﬂ":) E SlgnOH com "’. I)I‘SO ?p:rf:;:\\‘

identity)Vlode| SR SourcelD’

lnames Bandit - _

| identitycommons
N

‘d’ Shibboleth. Francis Shanahanes
2 > XMLDAP .

@ SharpSTS /% THE pmwaéﬂ” PROJECT %/

EImyOpenlD @ Y'gc.lis %
OpenSSO

& ==l
myvidoop e o

.
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eGovernment Architectures

* We are involved with the French FC? Project

* Involves using the user as the federation point

* Integrates existing eGovernment Circles of Trust
e Unifies under the Card metaphor

N\
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Mobility

Platforms we’re working on

* Nokia —Java J2ME prototype selector by Orange
* iPhone — pure web-based interface
* Deutsche Telekom and Nokia also prototyping

Ergonomics

* Clicking on a card makes a lot more sense than
typing in passwords and filling in forms!

N\
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Strong Authentication

 |Information Cards is a framework for authentication

— Each card issuer decides what kind of authentication

— Smart cards, etc. plug into the device/computer and from
there into the framework

\_
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Privacy

\.

Selectors are all about user control and privacy
The user is in the middle of the flow

Notice and consent for disclosure

Minimal set of claims necessary is released
Verified anonymity

Client-side encryption (no clear data on servers)
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Zero Knowledge

* Microsoft has demonstrated uProve zero knowledge
proof technology

* This kind of technology will be available 2009/2010

\_
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Adoption: Key Driver

* |tis an identity metasystem not a new protocol

* It integrate protocols under a simple card metaphor
that users can understand

* The key driver is eCommerce sites, banks,
governments, etc. adopting it and driving selector
downloads

e April (RSA 2009) a top 10 eCommerce site and a top
10 bank will demonstrate support

* It has no competition; no alternative exists

\. S
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